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!NSS QUALIfY ASSURANCE
GIDAS Embedded

The GNSS monitoring intelligence

Integrate seamless GNSS interference detection directly into your system to boost

your system awareness and long-term resilience



GNSS QUALITY

Enhancing GNSS Reliability
Global Navigation Satellite System (GNSS) services are the backbone of many applications and markets, and
yet they remain insufficiently protected against intentional interferences. To strengthen GNSS-dependent sy-
stems against jamming and spoofing, OHB introduces GIDAS Embedded. This solution seamlessly integrates
interference monitoring and alerting capabilities into your products, ensuring robust performance and relia-
bility.

Core Technology: Robust Interference Detection

OHB Austria has developed a multitude of algorithms designed for real-time analysis of all civil GNSS con-
stellations and frequency bands. Each algorithm employs unique detection technigues and analyzes various
parameters of the GNSS signal for identifying deviations indicating jamming or spoofing.

By combining and weighing the results of these algorithms, GIDAS Embedded provides complete GNSS si-
gnal state assessments. This meticulous approach ensures robust and reliable interference detection at all
ranges, safeguarding critical systems against disruptions.
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Understanding GIDAS Embedded

GIDAS Embedded is a set of leading-edge algorithms designed to identify and alert against GNSS jamming
and spoofing. These algorithms are delivered as a C++ library, seamlessly integrated into your GNSS-depen-
dent platform, enhancing its GNSS intelligence with no additional standalone software. Moreover, leveraging
the existing GNSS antenna already in use within the platform, GIDAS Embedded operates directly on existing
hardware, eliminating the need for any additional equipment.

Only an absolute minimum of data processing will be carried out by your GNSS-dependent platform. In prin-
ciple, your platform will only be responsible for ensuring that the messages sent via the API to the GIDAS
Embedded algorithms are delivered in the correct order and correctly assigned to the corresponding epochs.



ENHANCING GNSS RELIABILITY

How GIDAS Embedded Functions: Advanced Processing

GIDAS Embedded seamlessly integrates into your platform'’s software through an API, facilitating real-time
communication. Upon receiving data via the API, GIDAS Embedded employs its multiple algorithms, analyzing
and weighing parameters for detecting and alerting GNSS interference events.

Evaluation results are sent in real-time, including jamming/spoofing detection (yes/no), severity levels (war-
ning/alarm), and more detailed information on the specific parameters indicating an interference event, back
to your platform’s software in a standardized C++ format.

GIDAS Embedded supports various message formats via the APIl. However, it is advisable to utilize a format
that provides as much raw data as possible for analysis purposes; these can also be proprietary formats, not
necessarily standardized, such as .nmea.
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GIDAS Embedded strengthens the resilience of GNSS-dependent systems, for example air, land and maritime
navigation devices, time servers, unmanned aerial vehicles and many more. Its continuous monitoring and
real-time alerts enable proactive response to interference, ensuring uninterrupted operation in critical appli-
cations. The integration flexibility gives your products increased reliability and performance, protecting them
from GNSS jamming and spoofing.
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Key Benefits

= Continuous monitoring: uninterrupted surveillance of GNSS signal quality, offering real-time insights into
potential interference events.

=  Prompt alerting: instantaneous alerts are issued in response to detected interferences, enabling prompt
mitigation measures.

= Flexible integration: seamlessly integrates into your products, leveraging existing GNSS antennas and
operating on your hardware.

= Comprehensive protection: provides robust defense against GNSS jamming and spoofing threats, enhan-
cing operational resilience.

Get in touch with us to learn how we can make your GNSS-based operations safe!
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